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Abstract:

Information and communication technologies penetrate and integrate in all areas, creating
a cyberspace with new dimensions that establish a virtual location for actors and virtual
interactions. This has created new patterns of security threats that must be met with a
dimension different from the previous security custom, as exemplified in what has been
termed spiritual security. This has created a series of challenges and bets for all States,
including Algeria, that seek to achieve their cybersecurity in this limitless space; Thus, the
problems of our study are based on the search for cybersecurity by attempting to analyze it
and extract its various dimensions and manifestations at the outset. We are then seeking to
extrapolate the mechanisms and pillars that would reflect it by adopting a descriptive
analytical approach, which would depend on the beginning of the characterization of the
phenomenon, so as to try to extrapolate its parts.

KeyWords: Cybersecurity; Information security; cyberspace; Information and
communication technology; Digital sovereignty
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Abstract: The nature of warfare has evolved dramatically over the centuries,
adapting to changes in technology, society, and global dynamics. Traditionally, war
has been defined by direct kinetic military engagements. However, the advent of the
21st century has ushered in a more complex and nuanced form of conflict known as
Fifth Generation Warfare (FGW). Unlike its predecessors, fifth-generation warfare is
characterized by asymmetry, blurring of war and peace, and the important role of
information and cyber operations. Fifth generation technology represents a paradigm
shift in strategic thinking, as non-kinetic means of warfare often overwhelm the
traditional military. This new generation of conflict challenges traditional notions of
war and peace, which includes a wide range of state and non-state actors, and
leverages technology to achieve strategic objectives without resorting to open and
direct hostilities. The battlefield has extended into the digital world, making
cybersecurity a critical national security concern. Asymmetric tactics are another
hallmark of fifth generation warfare. Non-state actors, including terrorist groups,
hackers, and even corporations, can exert significant influence and effectively disrupt
state authorities.

KeyWords : cybersecurity; National Security; Fifth generation warfare; Threats;
Conflict.
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Abstract:

This paper attempts to define the concept of security and war in cyberspace, by addressing
the following problem: How did the digital and cyber revolution affect the concepts of
security and war in international relations? The paper attempted to address the topic by
initially researching cyberspace as a new field of wars and conflicts, as well as addressing
cyber war in terms of defining its concept, its actors, and its manifestations in the
international reality, in addition to researching the concept of cyber security by defining its
concept, its threats, its dimensions, and the components of achieving it. The research paper
concluded that cyberspace has turned into a new arena for wars and conflicts and that the
security and strength of the state in the future will not be achieved by possessing military
capabilities only, but also by the ability to possess and control technology and information, in
addition to possessing a strong cyber infrastructure. Therefore, the security of states in the
future requires Possessing the components and elements of cyber power.

Key Words: cyber warfare; cyber security; cyber space; cyber power; Cyber threats.
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Abstract: Cybersecurity is considered the digital shield that protects our world
connected to Internet networks. In light of the age of information technology,
where our administrative activities overlap with the Internet, cybersecurity
becomes necessary to preserve our privacy and data.

Cybersecurity includes a set of policies and technologies that seek to prevent
attacks, protect and preserve digital systems, and put an end to increasing cyber
threats through anti-virus programs, firewalls, and software updates.

Achieving a balance between technological progress and maintaining information
security is a challenge that requires adopting and developing effective strategies

to protect data and information. In this complex digital world, cybersecurity
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plays a vital role in protecting our personal information and ensuring the

continuity of digital administrative activity after adopting digital management.
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Abstract:

This research paper addresses the topic of cyber warfare in international relations, starting
from an examination of its concept and the various forms it takes, in addition to its actors.
Cyber warfare, occurring through cyberspace, has become one of the most important topics
studied by international relations researchers. States, in their various forms, have begun to
devise strategies and tactics to confront the various dangers and threats that they may face
through cyber-attacks on their infrastructure and institutions. Especially considering that,
cyber warfare affects the sovereignty, security, and national interests of states and their
individuals. From this perspective, we attempt to explore the various impacts that cyber

warfare may leave on states in international relations and their interactions.
KeyWords: cyber warfare. Cyber-attacks. International relations. Security .
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1. Julia Creswell Oxford Dictionary of word origins: Cybemetres, oxford reference
online, Oxford University press, 2010.
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Abstract :

The technological development, which was accompanied by the terrible spread of the
internet, smartphones and mobile devices, has shown a new world parallel to the real world
with its various features and parts.one of the most prominent of these technological
developments is the phenomenon of social networking sites, which has become a refuge for
all types and forms of cybercrime that threaten the security and stability of people,
institutions and even countries, thus making the topic of cyber security a priority for
decision makers in various countries and a key priority in security, economic and political
policies.

Over time, the activity of users through social networking sites has become one of the
primary sources of cyber risks that haunt millions of people around the world, because of
the information it provides about personal and professional life that is supposed to be
protected. this research paper will seek to identify the risks that threaten cyber security
through social networking sites, and limit the various solutions that protect users of social

networking sites from cybercrimes.
KeyWords: cybersecurity; social networking sites; risks; solutions.
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Abstract:

There is no doubt that the national security of countries and societies is at the center and
objective of any security or defense policy, but the issues and challenges posed by this
objective seem extremely important and sensitive if we take into account the technological
evolution and the digital revolution which has transformed the word into a small village, this
has forced countries to adopt security and defense policies that take into account the open
virtual space with all its components in the digital age where political data, circumstances and
intemational relations, and even, the concepts of freedom, security, power, crime, sovereignty
and traditional wars are transformed, which requires strengthening national, regional and
intemational efforts to keep pace with the mutations of the concept of national security,
defense policies and the concepts of crime, and terrorism, without forgetting commerce and
scientific research.

This study will aim to provide a comprehensive and integrated approach to all the
challenges posed by cyberspace, as well as a new reading of the concept of national
sovereignty and electronic national security, and the legal and conventional mechanisms that

accompany this transformation and limit the multiple risks of cyberspace, By answering the
following problematic: what extent does digital transformation affect the reshaping of

gy il ()
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traditional legal and geopolitical concepts related to the national security of countries, In a
descriptive analytical vision of the dimensions of the cyber phenomenon in its cognitive
transformations and its trans-specialty extensions, Which leads to the fact that national
sovereignty and national security are now linked to the digital factor, and to sovereignty and

cybersecurity in the first place.

KeyWords: cyber security; cyber wars; cyber sovereignty; cyber crime; digital transformation.
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Abstract:

This paper seeks to analyze cybersecurity, a concept that emerged on the agenda
after the Cold War, in response to technological innovations and geopolitical changes.
Adopting the theoretical framework of securitization approach, the paper argues that
cybersecurity has become an important sector giving rise to a range of threats closely
linked to national, societal, and economic security. Furthermore, this paper aims to
discuss the significance of discursive features of cybersecurity, using concepts from
the securitization approach, and analyzing the role of both state and non-state actors
in managing cybersecurity discourses.

Key Words: Securitization; Cybersecurity Policy; Cybersecurity Strategies; Digital
Threats; International Security
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Abstract: This research paper aims to shed light on the legislative and institutional mechanism adopted by the Algerian

legislator to address cybercrimes resulting from the growing exploitation of electronic networks for illegal purposes, in a
way thar enhances its cyber and national security, especially with the development of information and communication
technology and the Algerian state’s trend towards electronic management, which requires developing an effective legislative
strategy to protect the infrastructure of sensitive national information systems, In addition to the role thar artificial

intelligence systems play in confronting cybercrime.
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Résumé :

L’utilisation de I’intemet et de I’informatique a envahi notre ére, comme une arme a double
tranchants, cet usage s’avérait d’une utilité indispensable aussi bien pour les individus que
pour les nations, facilitant la vie et nous épargne la perte du temps et de la distance, mais en
faite, des répercussions prennent le ras- au- bol autant dans I’aspect négatif que positif ,d’ou
de nouvelles formes de délinquances naissent a I’image de la cybercriminalité, en effet,
cette demiére est une nouvelle forme de criminalité au cours de laquelle un individu ou a
groupe porte préjudice et nuit a autrui en utilisant un systeme informatique.

Mots clés : Sécurité-cybérienne / informatique / danger / protection / enjeux.




Introduction :

The dangers and problems linked to the phenomenon of cyber secunty have increased
significantly in recent years due to numerous IT developments. Thus, two laws, the
Information and Communication Technologies Act (ICTA) and the Computer Misuse and
Cyber-crime (CMCA) react to this scourge, the cases most often recorded involve harassment
on the Intemet, skimming, which consists of cloning banking data, and phishing, which is
online fraud.

According to a source from the Cyber Crime Unit, Intemet harassment is the most
common form of cybercrime, with the public having easy access to social networks such as
Facebook and YouTube. Most often, it is minors aged 14-15 who are the victims.

Which leads us to ask ourselves the question about the essence of this new form of
delinquency, its causes and its immense danger on the individual, societal and even
intemational level and about the way in which societies and countries proceed to restrict the
field. danger and evacuate the practice by implementing a set of techniques that we will
discuss in the presentation below, in particular with the innovation of artificial intelligence
which has overwhelmed the word of information and particulary in times of Covid 19, so
what does cyber security consist of and what are its aspects and consequences and the secret
measures taken to fight against the scourge of cybercrime?

1-What is cyber security?

Cyber security as the name suggests, is about protecting computers, servers, mobile
devices, electronic systems, networks and data from corrupt attacks that can harm peopile,
business, especially after digital transformation of companies, which has led to the
generalization of the use of IT tools and communication via the Intemet, it intervenes
recurrently in many contexts, from corporate IT to mobile terminals, to do this it sets up all
the means to ensure the protection and integrity of data, sensitive or not, within a digital
infrastructure. It is a specialty within the information systems professions. It can be divided
into several categories:

“1-Network security consists of protecting the computer network against intruders, whether
targeted attacks or opportunistic software”.

2-Application security aims to protect software and devices against threats. A malicious
application could open access to the data it is supposed to protect. A reliable security system
is recognized at the design stage, well before using a program or device.

3-Information security ensures the integrity and confidentiality of data, whether stored or in
transit.

4-Operational security encompasses the processes and decisions related to the processing and
protection of data. User permissions for network access and procedures that define data
storage and location fall under this type of security.

5-Disaster recovery and business continuity specify how a company responds to a cyber
security incident or any other event causing a loss of operations or data.

6- Disaster recovery policies govem how a business recovers its operations and information to
the same operating capacity as before the event. Business continuity refers to the plan a
business relies on while trying to operate without certain resources.




7-End user training focuses on the most unpredictable factor: people. Anyone can accidentally
introduce a virus into a normally secure system by not following good secunty practices.
Teaching users to remove suspicious attachments and not plug in unidentified USB drives is
essential for business security. »(LEGAL, 1999)

2-Dangers and threats:

a- On individuals:

Cybercriminals can easily exploit vulnerabilities on a person’s mobile phone to obtain private

data. These vulnerabilities sometimes come from the applications that we use or that are
installed on the Smartphone. Mobile phones are also susceptible to malware, which can record
keyboard activity and take screenshots, so protect yourself by researching the applications you
download, paying attention to e -emails that we open and images that we download.

Identity theft

One of the fastest growing Intemet crimes is identity theft. Many of the points discussed
earlier in this article can lead to identity theft, email and data breaches. On the other hand, a
person’s identity is also exposed through everyday documents, for example curriculum vitae,
home address, photos and videos published on social networks, financial data, etc.

Identity thieves will steal personal information and open loan and credit card accounts in the
person’s name, so many things must be implemented to protect identity.

Sexual predators targeting children:

Users seeking to exploit children lurk in the dark comers of the Intemet to sell and buy
obscene and illegal photos. These exchanges take place by e-mail, via P2P file sharing
programs or, increasingly, on the Dark Web, a part of the Intemet inaccessible from standard
search engines. Given the worrying nature of these trends, these sites should be avoided and
left to appropriate law enforcement agencies to manage them.

Another danger on the Intemet targeting children: sexual predators encourage them, or
attempt to do so, to meet them in real life; they also seek to share obscene pomographic
images with them. Make sure your children are fully aware of the dangers: never talking to
strangers on the Intemet and never sharing personal information with people they have never
met.

Romantic scams

Dating sites, chat rooms and apps are rife with scams, where perpetrators take
advantage of people looking for new partners by tricking them into obtaining their
personal data.




Man-in-the-middle attack

A so-called man-in-the-middle attack refers to a type of cyber threat consisting of
intercepting communication between two individuals to steal data from them. For
example, on an unsecured WiFi network, a cybercriminal could intercept data passing
between the victim’s device and the network.

a- On the country:

Digital innovation is influenced by geopolitical tensions. This amplifies the likelihood
of risk and reduces the possibility of cooperation.

The absence of a global govemance framework increases the influence of private
companies on setting standards, foreign collaboration on critical national infrastructure,
acquisition of domestic technologies, offshoring of data abroad and the transfer of
technological capabilities in exchange for access to foreign markets.

Global connectivity could be disrupted if nations continue to seek ““cyber sovereignty”
and dominance in the technology marketplace.

Technological advancements are happening at lightning speed, with every country and
company wanting to benefit from firstmover advantage. This can modify the
geopolitical balance by influencing standards, production chains, etc.

Cyberspace is rapidly evolving into an expansion of the military domain, triggering a
digital am€ms race.Répercussions sur I’économie :

“The fragmentation of cyberspace and technology systems could have economic
consequences by negatively affecting companies’ use of the cloud and other technology
services and pushing them to reduce productivity by needing separate production lines for
different markets .

The loss of sustainability in maintaining Al-powered structures, like data centers, is
significant. The need to adapt to different products for different markets could well increase
the negative environmental footprint of any industry.

Newer, unregulated digital currencies could harm intemational cooperation against money
laundering. This could threaten the financial stability of any country. »(MAURIS, 2007)

a- On companies:

The speed of technological progress around the word could widen the digital divide and
wealth gap that exist today. The wealth gap could widen within countries, especially affecting
low-skilled workers and even women in certain countries.

Given the awareness around so-called biased algorithms or cyber-bullying, we must evaluate
the issue of ethics, particularly in Al, and ensure that it does not lead to negative
consequences for underserved communities. represented.

3-causes of cyberthreat:




Cyber threat being an activity which aims to compromise the security of an information
system by altering the availability, completeness or confidentiality of a system or the
information it contains is exercised by authors who are in fact, states, groups or individuals
who seek to take advantage of vulnerabilities to access victims’ devices, systems and networks.
Therefore, a classification of these authors would be possible according to their motivations to
obtain access to resources and processing power.

Summary table of cyber threats covered in the reports:

Nombre de rapports | NMombre de références’

Cybermenaces 13 556

Vol et perte de données (fuite interne, vol d’identité, etc.) 12 82

Attaque ciblée (APT, expioit kifs et espronnage) 10 54

Exploitation de vulnérabilités 9 54

Logiciel malveillant 3 &7

Infrastructure specifique - Appareil mobile 3 35

Environnement vulnérable (darkweb. réseau Tor, etc ) i | 18

Hamegonnage et cybersquattage 64

Ingénierie sociale 5 11

Attaque par déni de service (DDoS) 5 12

Fraude fiscale (skimming) : 30

Infrastructure spéeifique - Ecosystemes 25

Utilisation de bormets

Infrastructurs spécifique - Intermet des objets

Menace a I'intégnté pers. (harcélement, menace, efc.)

Menace de navigation (PDF. Java, Flash, etc.)

Attaque par force brute (Irute-force)

Trafic malicieux (signe précurseur d’une attague ciblée)

Figure ci-dessus les typologies de cyber menaces presentes dans les treize rapports
analyses d’ou I’on peut observer la mesure des menaces cyberiennes et leurs degrés de
dangerosité. (Cotee, Maxime, & Dupont, 2016)

4 Piratage et développement de la criminalité cyberienne :

Récemment, de nombreux événements d’envergure mondiale ont défrayé la chronique,
notamment la divulgation de données sensibles de Sony Picture, les vols de données
numériques chez Home Depot, eBay, JP Morgan, Target et Ashley Madison, |I’attaque
informatique contre TV5 Monde, ou la vulnérabilite informatique Heartbleed. Beaucoup
d’événements ayant lieu recemment ont créé une augmentation de I’attention portée a I’égard
de la cybercriminalité, ainsi que des inquiétudes qu’elle génere au sein de I’opinion publique a
I’instar de la divulgation de données sensibles de Sony Picture, les vols de données
numériques chez Home Depot, eBay, JP Morgan, Target et Ashley Madison, |’attaque
informatique contre TV5 Monde, ou la vulnérabilité informatique Heartbleed. En effet, les
gouvemements a travers le monde, les entreprises et les consommateurs s’inquiétent de
maniére prononcée de ces menaces a la sécurité de I’information. D’ailleurs, selon le directeur
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d’Europol, au cours de I’'année 2015 la cybercriminalité s’est hissée au méme rang que le
terrorisme en matiére de menace pour la sécurité nationale (Agence France-Presse, 2015), ce
qui met en exergue les préoccupations partagées a I’égard de cette forme de criminalité.

L utilisation abusive du terme cybercriminalité ne mangue pas de susciter un certain nombre
de questionnements quant & sa réelle signification. Egalement, les médias sont les principaux
vecteurs de diffusion d’informations sur la cybercriminalité, et la rigueur avec laquelle ils
rapportent certains faits et leurs implications restent incertaine.

Conclusion :

La réalité est que les entreprises doivent changer leur vision du «si» elles sont
attaquées au «quand» et reconnaitre que les retombées des violations de la confidentialité des
données ou des ransomwares peuvent étre dévastatrices sur le plan financier. Il faut également
se rappeler gue le gain financier n’est pas le seul motif des cyber-attaques. L'«hacktivisme» et
son objectif de nuire a la réputation des entreprises constituent une menace supplémentaire.

Dans un monde ou les frontieres s’estompent de plus en plus, la collaboration entre les
spécialistes de la cyber-sécurité et les autorités chargées de la protection des données revét
une importance croissante. Votre approche renouvelée en matiére de cyber-sécurité met en
lumiere la nécessité de promouvoir et de protéger les libertés en ligne et d’assurer une
collaboration et une coordination entre les provinces et termtoires. Dans ce contexte, il est
essentiel que les spécialistes de la cyber-sécurite et les autorités chargées de la protection de la
vie privée, comme le Commissariat, collaborent encore plus étroitement pour améliorer les
mesures de protection dans les secteurs public et privé et veillent a ce que la protection de la
vie privée constitue un principe directeur des efforts de cyber-sécurité.

Compte tenu de la dangerosité de la cyber-sécurité que ce soit sur la vie des individus, leurs
confidentialités , aussi la sécurité des entreprise et la sécurité nationale, I’informatique offre
des pistes d’innovation pour lutter contre ce genre de délinquance qui doit étre
catégoriqguement combattue. Il existe des moyens de réduire la probabilité et I'impact d’'une
cyber attaque, mais cela nécessite une action et une planification ciblées. Les entreprises
doivent rendre leurs pratiques de travail a distance résilientes aux cyber attaques et améliorer
leur développement et leur application de mesures de sécurite.
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Abstract:

The research paper attempts to address the issue of hybrid wars and their relationship to
cyber security threats, as this relationship appears in the form of a new security dilemma
facing the world in general, as no international actor can be immune from its threats, at a
time when it complicates the already complex threat concept since the end of the Cold War.
The concept of security expanded, with new patterns of threat emerging before the patterns
that preceded them were absorbed, which places global security on the verge of a complex
period whose facts must be dealt with seriously, scientifically, and within a multilateral
framework, for the purpose of avoiding security dilemmas that may lead to nuclear attacks of
a cyber-nature, that is, non-nuclear attacks. Controlled by the owners of these weapons,
which means a comprehensive threat to all of humanity.

Key words: Hybrid warfare, Cyberspace, Cyber-attacks, Cyber Security
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Abstract:

The fourth technological revolution, with rapid developments in information and
communications technology, constitutes a fertile environment for the growth and spread of
cyber organized crime. The Dark Internet, the electronic space hidden from traditional search
engines, is a safe haven for these crimes, as it allows criminals to communicate, hide, conduct
their transactions, and carry out their illegal activities without supervision or prosecution.

Therefore, this article will address a conceptual introduction to understanding what
cyberorganized crime is, specifying the levels of the Internet, the characteristics that
distinguish the dark web, in addition to the types of cyberorganized crimes according to their
goals, and the programs and tools used in this space, while providing illustrated illustrative
examples that contribute to approximating and simplifying These tools then conclude by
talking about the fourth technological revolution and its relationship to the spread of these
organized cybercrimes.

KeyWords: Cyber crime; Dark Internet; Deep internet; Technology; Artificial intelligence.
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"~ "downloads

TOR browser required to enter this level, which
grants access to directories and downloads

~____ Onion Chan forums, portals, hackers for
(PDRN| hire, child pornographic material, sale of
~—  stolen goods, objects, and drugs
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Anonymity Online
Proleed your privacy. Deterd yourea
aganst nenwork survedlance and trafic
anyes.

 Download Tor

o s gl e
AT you Kb o
biTwe) Eds

# o {5 el Evouasars
ekl AN chins
i more

& o 1 o and open
SEARER for Vi, M
Lot el And

R & thouttor /|- stotoage Plavi S

Tor Browser !
403

Congratulations!

This browser is configured to use Tor

Tou are now free to browse the Internet anommously.

Test Tor Network Settings

Seaich sacurely wih Starpage.

What Next?

Tor 5 NOT ol you need to browse
‘aveymonsly! You may need to change some of
uur brovsing babit to ensore your identity
stays safe.

You Can Help!

‘There arz many ways you can help make the Toe
Network faster and stronger:

Tips On: Stayeng Ancevmons
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DEEF WEB
MARMET SHARE

SILH ROAD 3: 275

AGORA: 275
EVBLUTIGN: jBC-
AMNMDROMEDA: 4.555

CLOUD MIME: 4.5%

HYDRA: 265
DBLUVESHY: 7.5%

TOM MARHETPLACE: | 5%
WIE PSS FNEIHE DR
TOR BAZAAR: | 5%

FITEN DS SE FAFEW R =0
ALPACA: 0.3%

- _ THE KERNEL
https://images.app.goo.gl/Kv6 KUXGXVcMRbWIt8: ;. uall
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Sl el 8 fs a8l 9o us|

messages 1  orders 0 account B0.00

Silk Road

anonyrmous market Search

Shep by Catagory

Drugs 2,399
Cannabis 347
Dissociatives 65
Ecstasy 209
Opioids 156
Other 144
Precursors 12
Prescription 526
Psychedelics 427
Stimulants 272

Apparel 114

Art 7

Books 743

Collectibles 12

Computer equipment

Custom Orders 26

Digital goods 310

Drug paraphernalia 39

Electronics 20
Erotica 312
Fireworks 2

Food 3

Forgeries 58
Hardware 2
Home & Garden 7
Jewelry 48

Lab Supplies 5
Lotteries & games 29
Medical 5

% Silk Road

anonymous market

Drugs 486
Cannabis 82
Dissociatives 16
Ecstasy 64
Opioids 8
Other 15
Precursors 13
Prescription 42
Psychedelcs 27
Stimulants 25
Ppparel 77
Ao
Biotic materials 0
Books 17
Collectibles 0
Computer equipment 4
Custom Orders 1
Digital goods 3
Drug paraphemalia 15
Blectronics 3
Erotica 0
Forgeries 18
Hardware 0
Herbs & Supplements 0
Jawelry ¢
Lab Supplies 1
Lottaries & games 11
Medical 0
Money 4

Sx - 10mg Dexedrine (Pure
Daxtroamphsatamine )

B4.94

19

MNebula JWH-122
$2.63

BANIOS

100 x Crange Star Very high
MDMA content 150mg

messages 0 orders 0 account B0.00

Search

browsing drugs

14 grams (1/2 Ounce) of a

SOERT 7 med

i Rt oy £ ey,

1 Gram OG IKUSH OIL 819
THC Q0% TOTAL

Malana charas hand rubbed
Indian hash 100g

2 % 0,25 mg Xanax
{&lprazolam)
B1.50

i oWy .
20 x 25mg Cialis . Psilocybe-Cul
Chocolate... It
©18.15

$31.92 $2.57

DER
L xR

" 3g Methylone Crystals -$50-
Lab Grade

100 200mg White XTC
'Speakers’

15mg Adderall Extended
Release (1 Capsuls)

i} silroadvbspizaranion aciite @

messages(1) | orders(0) | account{80.00) | settings | log out

&=

]
Silk Road

anonymous markelplace

search | | W(0)

= bookmark this item
Heroin

0.5 G¥**AFGHAN BROWN HEROIN **

Seller:
Noriega(96)

0,7g Hydropenically Grown Crystal

Cloud (LIMITED TIME OFFERI)

Price:
B19.15

Ships from: Netherlands
Ships to: Worldwide except USA

Description:
0.5**AFGHAN BROWN HEROIN 3#**

Ty (Vidoz) P.Cubensis Powder

High quality UNCLIT HEROIN
Discrete Stealth Package.

shipping next day after order.

Methadone hydrochloride - 250mg pure
(min B0%) crystaline powder

B T T T P T P PP T P PP TP r TS

IF your order does not arrive in & reasonable time:
Customs probably has it, or it was stolen by the postman.
1 do everything that is within my pawer to keep your product safe.

https://images.app.goo.gl/P5gm2BS3keWP6xEs7 : yuual
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Shopping Cart

Package Deals Pistols Rifles Shotguns MNFA Weapons / Armor Ammunition Military

Specials This is a site catalog, please email us with your order. All tems sold under your choice of .omion escrow. Categories

Package Deals
Bestsellers ackage Deals (4)

Pistols (BT)

-—fv-""

Rifles (66)

Shotguns {4)

§3.605.88 §2,800.00 NFA Weapons (84)

Accessories (68)
m Para

$752.65 £0.30 Armor (28)

$3-223-45 §1.599.99 $1.223.90
P ot to Gt ) Ammuniton (33)

Miitary (44)

_ Shipping Points
’ ‘ - o Australia (HewCastie) - 8290
Australia (Perth) - 5340

Austria (Graz) - $270

Canada (Toranto) - $190
Gend Glock 17 Gend ClA Model PAP ck 32 Gend

§1,027.94 §1,027.94 §4.856-64 §1,401.56 §1,027.94

Canads (Vencouves] - $190

France (Le Mans) - $270

breland (Tusm) - $200

Ftaly (Modena) - S280

M ireland (Beliaxt) - $340
Netheriands (Breda) - $320
Horwesy (Dramman) - $240
Russia (Vybora) - $190
Finland (Torniol - $299

:
.
:
;

https://images.app.qoo.gl/rwYRGwe9ZceMc8VY7 : ,uuatl

1 2ousnbz3gfxvevZLonion/ArmsDepot/index.php?eategurylD-16 C"_l | ,‘2' Staripage
,!t -I'BPQT Armas Depot | Price list | Manual Order Form | Shipping Info
—

My Weapons Bin Arms Depot : Class Ill : Sub Machine Guns :

(no items)

Search produces =

Praceed To Firearm Inguiry
Catalog
Accessories

ci—-:s“:n
e s : ASSAULT RIFLES IN STOCK

Sub Machine Guns

HK MP5 Gy

WITH
SUPPRESSOR

Total Price: 547995 QOUSD
$5322.12USD P_P.P. Price:
Imtial .an Ditterence 5-1 0257- 7°USD
o §3h73.8?“§ﬂ (‘1’4 Imtial Price Ditterence
Christmas Special - ONLY of: $7738.20USD (43%)
$7500!
Eeraficiingsibrmschine [acTiON [sEmI/BURST/2UTO
gun for Christmas! CALIBER MM
BARREL 10-1/4"
CAPACITY 2041

more inta... Ea maore into. .

[action  [sEmizat aiia |

https://images.app.goo.gl/HrG8i]TQrb3G5won7: yuuall
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TH E A R Mo RY messages(1) | orders(0) | account{B0.00} | setti

8l s -'T:-awhgﬁ-ombmhbﬁ.uhim

Welcom

Shop by category 3 . Mews
1-|raarn15{153£ o S - s The Armiory ¢
Ilj?in t;?;l;h{ : " P business!
ifle .
Shotguns(1)
Accessornes(h)
Ammunition(41) ,
Explosives(1) Bereita gardone m3s FREE Glock 19 (G19) Gen 4  MATECH Rear lron Sight
FS 9mm AR-15
Guides{10) S 9 AR
Melee(2) B143.72
Non-Lethal(7)

s Rt
Wallher PPK/S Pistol 38

- Smm Semi-Automalic
ACP dmim - Semi-Automalic

B167.19 B162.27 B294.87

https://images.app.goo.gl/XbGYZHnQNjn1nEGg6: ;uual !
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Abstract:

throughthisresearchpaper,wewill shed light on the historicalevolution of the concept
of srcurity by presentingtheoriesthat have contributted to interpreting the
development of the security concept and analyzing the reasons for the
differenceswitnessed in thisterm due to the varying opinion of theorists, temporal
and spatial differences, especiallywith the technologicaladvancements in the
militaryfield.
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Abstract:

Cybersecurity is considered one of the most prominent topics and issues that have
received widespread attention from countries and governments, given that cyberspace
has become home to many cybersecurity threats and cybercrimes that require effective
policies and strategies in order to confront them.

Among the countries that have sought to activate their defense and security policy to
confront the threat of cybercrime and achieve cybersecurity is Algeria, and from this
this study seeks to address the reality of cybersecurity in the Algerian security doctrine
and the various legislation that emphasize its protection, in addition to the
requirements for achieving it and the challenges facing Algeria in How to secure
cyberspace.

KeyWords: cybersecurity, Algerian security doctrine, cybercrime, national defense.
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Abstract: Cybersecurity and the threats resulting from it are among the important topics
due to the dangers that have begun to affect all fields and areas, the most important of which
is national security, which is the first pillar of the security and safety of society.

Accordingly, countries have worked to strengthen their national security by developing
strategies to reduce cyber risks in order to preserve the safety of their data and information,
including Algeria relies on many defense mechanisms, through the creation of many security
centers and departments that work to combat cyber threats and risks in all fields, in addition

to legislating deterrent laws while working to raise awareness of the dangers of irrational use
of media and communication technologies.

KeyWords: cybersecurity; national security; Cyber risks; cyber threats; Algeria
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Abstract:

In addition to being a social area of communication and exchange, cyberspace is a source
of security threats, a scene where crimes are committed, a vital area where attacks, crimes,
acts of vandalism and violations are fought, even actual wars, especially in the light of
technological inadequacy and the assimilation of its invisibility and intrigue, accompanying
this new dimension of power are digital weapons, attacks and wars that may lead to partial
paralysis of the functioning of the State, the economy or collective civilian systems,
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In this context, the phenomenon of cyber wars with characteristics different from their
traditional counterparts has become evident, whether in terms of the nature of hostile
activities, the actions, the effects on the global security architecture, that war expressed two
patterns of power (soft and hard) in the process of employing interactions in cyberspace, This
after the power variable took on a new non-military and economic dimension and became the
talk of the technological dimension and cyber power, this reflects growing capacities and
escalating threats to the security of the world’s information infrastructure.

This study tries to wade into this new conflicting medium and investigate its invisibility by
addressing the nature of the concept of cyber warfare and the controversy surrounding it,
significantly as it overlaps with other concepts, such as cyberterrorism, asymmetric wars; the
paper also addresses the associated and interpreted frameworks for cybercrime as one of the
significant cybersecurity challenges, It highlighted its patterns from international interactions
and, finally, its implications and risks for States’ national security.

Keywords: cyberspace; Security threats; cyber wars; cybercrime; Cybersecurity.
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Abstract :

The rapid development of information technology in its various ways; He made the world a
mass connected to each other through a spider web whose threads weave to reach the ends of
the globe. It has also been able to penetrate into various areas of life affairs, due to its
importance in facilitating transactions in all fields with the least possible effort, time and cost.
At the same time, archival heritage has received the attention of researchers and producers
since time immemorial, regardless of other types of human heritage, whether in its traditional




paper form. Or modern digital, due to its relationship and connection to the issues of nations,
as it is the source of their civilizations and history, and because it contains various documents
in their various forms and media that their institutions produced automatically during the
performance of their activities that are concerned with preserving it for the purpose of
referring to it when they need it for the purpose of their administrative uses or to preserve
their rights and use it as evidence or arguments. This is because it realizes the importance of
preserving it from the various risks and disasters that threaten it.

However, it is no secret to any of us that preservation in the paper environment of printed
sources does not require more than the maintenance of the physical container, while digital
preservation of digital entities has reached the peak of complexity due to the challenges it
faces with regard to storing and preserving content and the problems of technological
obsolescence, hardware, software and systems. Employment. Let us then reach the most
important obstacle, which is the cybersecurity obstacle to this information and the threats to
which it is exposed, such as hacking, piracy, and others. Here we will discuss what is called
electronic crime and what is cybersecurity. In this research paper, we will attempt to shed
light on the topic of cybersecurity and cybercrime for digital archival heritage, following the
documentary approach, by analyzing references related to the research topic and
reformulating this information and using it in our study, to ultimately reach results, and a
number of these results have been reached. The most important of them are: the threat of
cybercrime to the security of digital archival heritage, the convergence of similar and similar
terms related to the subject of cybersecurity and cybercrime, and attention must be paid to
controlling the crime. Electronically by drafting appropriate legislative laws

Keywords: cybercrime, cybersecurity, digital archival heritage.
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The Legislative Framework of Cyber Security in Algeria

-Dr. DJENDI sarra®© - University of Algers 3
- Dr. HADJAD] Mourad - University of Boumerdes

Abstract:

Data innovation is the apparatus of our opportunity to stay up with the turn of events
and progress happening in the whole world. As it is the most remarkable scholarly device to
achieve change in people and the general climate. It has not withstanding adverse
consequences that have added to the quick spread of cybercrime as per the idea of the fast
improvement of this innovation.

As a matter of fact, what has contributed to its spread is the inefficient of regulative
texts to keep pace with this rapid development, which necessitated the need for immediate
intervention to confront this type of crime because of its danger to individuals and countries
simultaneously to foster mechanisms to coordinate cooperation at the international and
national levels.

Keywaords: Cybercrime, Cyber security, Algeria, legislative power.

U ol LT Cum olladl ool oz 3 aokomy (o) pokinlly iluas yghas ASTgh 51T g wliled! Sal o
e iy 7SIV 5l syl AT o S0l gl plall 2y ladd) § gedal] Sls¥ 5 591 ol
Y L gyl sl 5

S 0¥ eyl gatll Iikn ST g0 3 Aradlaiill s gl BoLiS aue g2 Lo Jadl § pabeo Lo ol Aaginlly
Lo sty of @ Jollg ol ¥ e Byghas oo o W il gl oo gl 1 A gl (g 30l Jomutill 8 39 pio (il
gl Joudl o siadl e oyshanld bl JSal Jf ol
g a0 ALl o gl Gl gl 0% Al ] B el s 2] LIS




"ol g bzl dial 1 S shall (b 8 5edl § Gl aead! (e Sluben” Jg dan (o9 by g Js¥ g gl Azl
o3 3899 8 B 91 dazmal daale Awliud! pglall g §gazll A4Sy 2024 s 31 28 Uy gy il

Introduction

As society becomes increasingly reliant on digital technologies this has led to
the emergence of cyber threats and crimes that have become a great challenge
for countries and govemments. So, the prevalence of cybercrime is on the rise.
Malicious actors are exploiting vulnerabilities in cyberspace to commit a wide
range of illegal activities from data breaches to financial fraud. The impact of
cybercime is felt not only by individuals whose personal information is
compromised but also by businesses and even govemments that suffer
significant financial losses and damage to their reputation. This growing threat
poses challenges for law enforcement agencies and cybersecurity professionals
who must constantly adapt to the evolving tactics of cybercriminals.

Understanding the complex nature of cybercrime is essential for developing
effective strategies and mechanisms to prevent and combat these attacks. This
research aims is to explore what is cybercime and the measures that can be
implemented to mitigate the risks associated with them.

This study aims to stress the significance and role of the concept of
govemance to guarantee Cyber Security with every one of its components.
Furthermore, since the concept of digital administration is a recent one. Here,
the concept of cyber govemance should be designed to ensure that users in
cyberspace act with a common consciousness. This study is important in terms
of ensuring that the strategies and mechanisms determined to comply with
national and intemational standards are accepted andcompatible. Besides the
Algenan legislative power implementation to prevent all risks of cybercrime.

Therefore, we will try to shed light on the Algenanlegislative implementation in
cyber Secunty.

Cybercrime is unique in relation to conventional crimes and is portrayed by a
sort ofparticulanty, Particularly since it is transnational and it needs exceptional
control, So the question that emerges is:What are the mechanisms of the
Algenian legislative authority to confront and combatCybercrime? And are
these mechanisms sufficient to protect its sovereignty?

In order to address this issue, we will address this topic in two sections

The first discusses the cybercrime and its impact and the second discusses the
most essential laws of Algenian legislation authority to confront and combat
cybercrnime.

First part:

1-Definition of Cybercrime
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It is any unlawful behavior related to the automated processing or
transmission of data. Cybercrime encompasses a wide range of illicit activities
carried out in the digital realm, with various types posing significant threats to
individuals, organizations and govemments. One prevalent form of cybercrime
is hacking where unauthorized users gain access to computer systems or
networks to steal information or disrupt operations. Phishing is another common
type involving the use of deceptive emails or websites to trick individuals into
divulging personal information or clicking on malicious links. Additionally,
identity theft remains a persistent threat that criminals stealing personal
information to commit fraud or other illegal activities.There are also
cybercrimes in which the computer is the tool or means of committing fraud,
identity theft, credit card and asset theft, forgery, embezzlement, intellectual
property theft, extortion, deviant behavior and sexual exploitation'. These
various types of cybercrime highlight the diverse and evolving nature of online
threats requiring constant vigilance and robust cybersecurity measures to combat
effectively.

Impact of Cybercrime

The impact of cybercrime extends far beyond financial losses as it also poses
serious threats to national security, individual privacy and overall societal trust
in digital systems. The interconnected nature of cyberspace means that a single
cyber-attack can have widespread and devastating consequences on critical
infrastructure, govemment operations and even global stability. Furthermore, the
rise of ransom ware attacks targeting hospitals, schools and other public
institutions not only jeopardizes the safety of vulnerable populations but also
highlights the urgent need for improved cybersecurity measures at all levels of
society.As cybercriminals continue to evolve their tactics and exploit
vulnerabilities in digital networks, They are highly skilled in using and
exploiting modem technological means in order to harm others and the damage
they causes may exceed the borders of his country’s territory and this is often the
case?. The impact of cybercrime will only intensify, requiring coordinated
efforts from govemments, businesses and individuals to effectively combat this
growing threat.

1 -Mona Al-Ashkar Jabbour, Cybersecurityis the Obsession of the Age, Arab Center for Legal and
JudicialResearch, League of Arab States, Cairo, 2012 .
2 -Mohamed Abdel-Moneim Abdel-Khalig, Internet Crimes, 2nd edition, Arab Renaissance House, 2015, p. 97.
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Second part:

Today, new legal mechanisms and practices are developed to protect the rights
and sovereignty of individuals, companies, institutions and states against cyber
threats and cyber terrorism. However, the changes in legal norms and legislation
as well as the strategies implemented in parallel with the information technology
and the produced malware and techniques are not in harmony with one other.
Furthermore, the relevant stakeholders are not able to make decisions on an
effective way of communication and govemance. Thus, the resources can be
wasted in the fight against cyber threats and the dominant actors are increasingly
under the hegemony. This situation causes an inability to take necessary
measures effectively and efficiently

Threats in cyberspace are increasing day by day; they harm institutions,
individuals and organizations. Since the concept of management is not sufficient
alone to take measures to prevent these damages, the concept of govemance,
which includes all stakeholders in management processes, should be put into use.
For this reason, the problem of putting the concept of cyber govemance into a
standard framework has emerged.

In 2009 the Unified Countries embraced a convention as a feature of the
Unified Countries Show on the battle against wordwide coordinated cybercrime;
it has thusly settled the significance of passing an improvement regulation on
cybercrime at the nation level to adapt to aggressors and safeguard Web user’s
security. On the global level, this has extended assurance of social and human
respect and security in data dissemination. Algeria has likewise answered the
environment improvement and message of the fast improvement of ICT with an
ethical quality regulation in 2012 on this offense and related issues in the
revision of Regulation No 04/21 of February 25.2 The law meant to explore the
legitimate text of this undertaking as individuals were allowed to live in
computerized opportunity, so it was vital that a regulation was laid out to
safeguard this freedom in a protected climate and to stay up with fast
Improvements in worldwide data innovation.

Network protection is concem for public and confidential entities
responsible for directing computerized legitimate relations and Web
correspondence and countries are experiencing a scope of online crimes for
example, fraud, money laundering or drug trafficking . They are also soft crimes
and some have called them white-collar crimes* .

3.Savas, S. &Karatas, S. Cyber governance studies in ensuring cybersecurity: an overview of cybersecurity
governance.published in2022ncbi.nIm.nih.gov

4 -Naela Adel Mohammed Qoura, Economic Computer Crimes, A Theoretical and AppliedStudy, Halabi Law
Publishing, Beirut, 2014, p. 61
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These offenses disregard the freedoms of citizens,digital democracy and
respect for human rights. While requiring legal explanation, cybercrime was not
customized into the Penal Code that gives the rising flood of misdeeds from the
organization. Brought about dangers that affected the security ofindividuals and
the economy in Algeria and different nations.

By examining the various types of cybercrimes, their impact on society and
the tools and techniques used by cybercriminals, it is evident that this issue
requires immediate attention from policymakers, law enforcement agencies, and
cybersecurity professionals.

Algenria National Cyber Security Strategyfor instance as the result of the
country’s assurance to take specific steps forward. The CS policy of Algena
addresses the steps taken against cyber incidents. Algeria has taken actions to
promote relevant national govemance and develop policy frameworks.

With reference to the Intemational Convention on cybercrime held in
Budapest in 2001 the Algenan legislator denived his definition from the
Intemational Convention.Algeria has enacted laws on cybercrime trough the
Penal Code: Algeria has amended the Penal Code by law N 15-04 on 10
November 2004, which was ratified on December2006under the heading of
prejudice to automated data processing systems within the articles from article
NO6 which dealt with the types of cybercrimes and their punishment.

The content of Law N04-09 on 16 August 2009: It is the law containing
special rules for the prevention of crimes. It contains 6 chapters dealing with the
definition of crime, electronic communications monitoring, procedural rules, the
National Authority for the Prevention of Information Crimes and jurisdiction,
and this in article N 19.

In order to counter cybercrime Algeria has developed several devices and bodies,
including:

1-National Commission for the Prevention of crimes related to information
and Communication Technology: Among its tasks are:

- To coordinate the Prevention of crimes related to information technologies and
Contact and combat it.

- The help of the judicial authority to the judicial police in their Judicial
Investigations conceming the media and communication technologies crimes .

- Exchange information with their counterparts abroad in order to collect all the
useful data In identifying the perpetrators of crimes related to media and
communication technologies And determine their places.
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2- Specialized criminal judicial bodies:Its jurisdiction is territonal.
3-National Institute of Criminal Evidence and criminology: on26 jun2004.

It is a public institution with the administrative character enjoys moral character
and financial independence, and is placed under the guardianship of the minister
of National Defense. The Institute consists of 11 departments specialized in
various fields, including the Department of automated and electronic
information, which is responsible for processing,analyzing and presenting all
digital evidence helps justice and provides technical assistance to investigators
In the inspections.

The second mechanism is:

2-The National Data Protection Authority. The protection of natural
persons in the processing of personal data.

The content of Law N 18-07 on the protection of natural persons in the field of
personal data in 2016.1t shows the basic principles for the protection of personal
data. Defines the rights of person concemed with the personal data being
processes, defines the obligation of the person responsible for such treatment,
protection of natural persons in the field of personal data.

The establishment of the National Authonty for the protection of personal
data in 2016 is one of the most important mechanisms to reduce the chaos that
has prevailed in the exploitation of personal data of natural persons and a basic
guarantee for the protection of personal data and guarantee that privacy in not
compromised. According to Article N46 / It is not permissible to violate the
inviolability of a citizen’s private life, Confidentiality of correspondence and
communication in all its forms is guaranteed.

The determination of the rights of the person concemed with data of a personal
nature includes:

-The right to information: According to article NO7-18 ,Advance notification of
the identity of the person responsible for the processing and its purpose, and any
additional useful information. That contains a bunch of rights:

-The right of access: According to article NO7-18 , Right to inquire about the
processed data and ensure that it is processed or not.

-The right to correction: According to article NO7-18 , The right to correct,
update, erase or close personal data when it tums out that these data are
incomplete or incorrect. The request for correction is addressed to the processing
officer by making the necessary corrections for free.
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Prevent direct exploration According to article NO7-18 direct exploration is
prohibited by any means or by the use of Technology, using the data of a
natural person in any form, without the consent of the concemed.

Transfer of data to a foreign country: It is prohibited to send or transfer data of a
personal nature to a foreign country that may prejudice public securnity or vital
interests of the state. We find that the Algenan legislator prevents the person
responsible for processing the transfer of personal data to a foreign Intemational
from obtaining a license from the National Authority according to article
NO7/18.

Penal provisions:

In a group of Articles, including Article 54, which cniminalizes disrespect for
humanity and private life .Public freedoms lead to present from two years(02)to
five (05)years and a fine from 200,000 to 500,000 DH.The same penalty is
provided forin Article 56 in the case of the processing of personal data without
obtaining permission or license in the case of sensitive data. In addition to those
who made false statements.

In Article N59 unfair use of data of a personal nature was incriminated, other
than imprisonment from 1 to 3 years and a fine from 100.00 DHto 300.000.

In order to guarantee the integrity of the right to personal data, the Algerian
legislator found mechanisms by issuing a law N 07-18 on the protection of
persons in the field of personal data.

Third law is:
The High Conservatism of digitization:

The matter concems the presidential decree 314-23containing the establishment
of the high govemorate for digital and defining its tasks, it is an organization
that has financial independence and ensuring the follow-up and implementation
of the National digital strategy. Also the matter concems the leadership of
strategic intersectoral projects as well as the examination of sectoral programs in
the field of digitization with an assessment of how to implement them in
accordance with the decree, which also determined the organization and
functioning of this body govemed by a presidential decree.

Among its tasks is

The Coordination of ministries and the promotion of digital sovereignty
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We point out that unlike the previous bodies, this commission is the first to be
launched as a prelude to the issuance of the digitization law in 2024 mending the
laws of cyber breach of peace and parochial intruding.®

Fostering a tailored and comprehensive cyber secunity strategy for Algena is
essential to build its capacity to manage the potential difficulties onginating
from the adverse consequences of computerized change, including cybercrime.
Lawful systems focusing on cybercrime. Legal frameworks targeting cybercrime
in this region need to be implemented and enforced in a practically achievable
manner and it requires a strategy based on a definition of the considered threat,
the character of that threat and its context in order to ensure comprehensive
action. At regional level, there is a clear gap .A lack of skilled professionals, the
slow evolution of legal frameworks .Consequently, the absence of goveming
prerequisites for the digital age constitute significant obstacles to be handled in
the context of a comprehensive cybersecurity strategy including law and politics.
Serously, legal frameworks should be updated and the rule-making strategies
should also include solutions not defined by law proxies only.

Conclusion

Despite the amendments made by Algeria in field of combating cybercrime,
these remain insufficient comparing with the development of criminal
informatics professionalism.Crimes do not leave a physical trace at the crime
scene and their perpetrator have ability to damage; deform or wasting evidence
in a short period of time.

Govemments must invest in robust cybersecurity measures, enhance
intemational cooperation to combat cybercrime and educate the public on how
to protect themselves online. Additionally, businesses must priontize cyber
security and implement best practices to safeguard their data and infrastructure.
As technology continues to advance, the threat of cybercrime will only grow,
highlighting the need for ongoing research and innovation to stay one step ahead
of cybercriminals. The findings of this study serve as a call to action for all
stakeholders to collaborate and take proactive measures to mitigate the risks
posed by cybercrime in the digital age.

Not only govemments or institutions have roles but also individuals and the
private sector. Since each of these components has different purposes for using
cyberspace, their definitions of roles in cyber govemance are also different.
Intemational agreements, strategies, laws, metrics and regulations must all be

5 -FarahNaz, siran Karim, AsmaHoucine and MuhammadAbubakr Naeem. Fintech Growth during COVID-19 in
MENA Region: Current Challenges and Future prospects. Published in 2022ncbi.nlm.nih.gov
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taken into account when establishing cyber govemance standards as they bring
together such a diverse set of institutions and individuals with different roles.

In addition, all of these arrangements must be performed in harmony. The
regulations made should also cover data protection, security infrastructure,
encryption, content protection, and all similar security sub-units that make up
cyberspace. Since the scopes are so large, the rules determined should be kept
wide while making the regulations. Therefore, informatics laws alone will not be
enough. It is necessary to use the rules of intemational law for CS to make
decisions about problems and solutions.

Cybercrime is characterized by the fact that it is transnational so,the
procedures for following up and preserving evidence constitute a great
challenge.Besides to the various problems such as :

-Not discovening the victim until a period of time after the commission of
the criminal act®.

-Problems in commercializing electronic data.
- Problems with the formation of the intemet censorship network.

-Increase in crimes committed through social media.

-The technical, application and legislative infrastructure of the e- signature is
insufficient.

-The inability to prevent offenders from using computer systems for crimes
such as money laundering and financing of terrorism through technology and the
intemet.

Recommendations:

1-The need to review national legislation related to cybercrime,emphasize
on intellectual property law, commercial law and civil law.

2-Giving priority to the scientific field instead of the military field by
The Establishment of a Research Center of information crime to study its
development and measures in order to reduce it.

6 -Nahla Abdel Qader Al-Momeni, Cybercrime, Dar Al-Thaqgafa for Publishing and Distribution, Amman Jordan,
2016.
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3- Also, developing the technological field to reduce dependence on
foreign companies.

3-Creating hard-to-penetrate electronic systems.

4-Algena should intensify efforts by entering into intemational
agreements in order to combat informatization and benefit from the
expeniences of other countries in this field to improve the mechanisms to
combat all kinds of cybercrimes.
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Abstract:

The issue of information or cybersecurity has become an important challenge for national,
regional and global fishing, that is why this paper examined algeria’s efforts and endeavours
to protect its cybersecurity, especially given algeria’s recent digital trend in all vital sectors
of the country, despite algeria’s adoption of a national strategy, it relis on general legal and
institutional mechanisms as well as cooperation with international organizations and states,
however, they need mechanisms that enhance their effectiveness.

KeyWords: cybersecurity, challenges, national strategy, algeria




"wbla Jls bl il Il alyghadl s 8 gl el G Gl ad) oo alulin” g das e g by guas Jo! b ol azlll
155091 8,89y damal Aaale dpwliwdl aglally 3 saztl 405, 2024 81 28 us 0 gy daaill




"wbla Jls bl il Il alyghadl s 8 gl el G Gl ad) oo alulin” g das e g by guas Jo! b ol azlll
155091 8,89y damal Aaale dpwliwdl aglally 3 saztl 405, 2024 81 28 us 0 gy daaill

:dadda

saall @ Aeal JiLudl ST oo Glawadl 0¥ ol cmloslall LimlguStl ¢ fudll jslazll s 3
S5 panll a3 5] loglall Lo ol iS5 s dtaedl WAt e deals @l gl (Ko s sl
lelhall Calize lage Jlax! (Jodl closlae ool e LerlulSaily la BT culds 46l s layazs bolis
Loles 2ol fs Jlallog 481 551 lo o) Lol Juel ) 33 Los Bpssliaadl 9 & Sally Ly3liaza Y]

Aab g Aol G Sl bae Al padl Sligu@l e sliey cndd @l Jos oo La2aS 51 5=l
dl LY doluwslly oglall cldY Calise Lo pgas @y ola@ll sda Lalsey gmill Wlady
Cloxl Aalsh gl ass 3 28l Uodl Sgea Bl ) Bdmdl 43 ll sin el 1) (Lol (yslasll
A LIELY (e sl L ol il ) sLiaall Byles 5 21 gl

3l @ Glead) 0¥ Jlre § il o)l Aumil FuY 3508 Sy S

Lo Gslanl ¢y gmme dl ) Jobidiw AJELY e 4laMs
wolaly Gl geadl (0% 0 5eie ¥ sl
Ly 5a8 dewy §1dl @ Gl puad) oS 3o o) Azl JsY LN gl
o3laly Gleud! 0¥ a geae Jg¥1 ol

salas¥ | fas cllig wlally @l Lumll 3 Jgun gl @ malall oo Glaead! (0¥ giay
A2 Y A o okl by @ Jall (i 3o A8 @l jdlg SB35 Y e asedl (@ diealy 2Ll
| PO [N SPOVEPES

@aall casypilly 2MaeY capdl e Bl Gilad) (o Jasd of Sy casfad bue
ool 1da 341 G htiu o 929« Jsilally
3395le (g "Gl g Lol 5l  Chgsdl e glitllg Aadhdly Bolazedl (gad A all Aalll 8"yl AlS:aat /1
dergill 3" gad &I dpud @Il "cybernétique” AalS ) Llswol (& ssad (&l 4 alxidl "cyber” kS (e
P9 (oY slad) gaiy (2 9% a8l ol Jass AN SISadls A gl claany Ll Glaws "oSxdll
53U Lp dumdy iS5 e ndadl JLidl wlalse & Bl s ys &llg kybernetes 2l gl LSl (o Zanin 4alS
Jagaadl oy
sagnorbertwiner 119 & 54 ‘;i)a'ﬁ{ sl Jl Qe i (0 8 40 Jo¥ 4l gl 38 cilaniad (- Mayol -/2
ale elld B8 g cpusll 2oy Lagas lallacl Gl MIT gadll Jilwgdluls dae @ olusl Il 3l
s out puts Lalas¥ s e o olazaY feedback das I aydasll pllas Camg Ul ey 1948
2Lelal Jjarulg s @Sl G in puts Ll oe
i@l byl -/3

2ol alls 832 ¥ Sl Lo I B @) sl folls claliadls Sluaall o de gazme e Sjus 90
DY e a0 § TgeaSll Gl e df 7 pall 12 Jid oo plaszza aid 5o pall § lexd) o alibadly
Ly gtle> (el g enloglall wlas dae 4 pinl 9ol Do Lpgims (G129 AN cloglall alazal o
2lae 9 unlie s olel 23 Blazll Jlell 58 dide 9 Gl peadl clasll Jelsay 2ol wlldl Ao gins o




"wbla Jls bl il Il alyghadl s 8 gl el G Gl ad) oo alulin” g das e g by guas Jo! b ol azlll
155091 8,89y damal Aaale dpwliwdl aglally 3 saztl 405, 2024 81 28 us 0 gy daaill

g5 9 adl & Lafil o axll § cobuadl) aie g Slaga@dl A lol L sl IY § ladlasl (o958l Llex!
301 e

didye uad 04-18 3,05l o0 5 ,alall 3L il geadl oSl g 513l 5ol Cis yai ooy Logh Lol
Jlee¥s Joliell 3 3oy Zuga sl oolkly e’ @ldWy (oY mualias cluldly ol oY § gz sl
s 469 AN war¥l Bles 8 Lalasial oSey G il o Sl g cubiloally o)l clao g o oSl
Al b dlall § @zl cbldl adkey 1355 eludl ilis (o Eia> ]
66 Y e I QLSI e G LD e S eall 45 Y dhaas § cbsaall ggl o LS
oai o 15-04 oglally Salbaadld a0 Anllall ddasl olad! "dilgie 5 Ko pile pand BLT1P106
Pl e doell lisie (e Llas Loy @yl pam (e

2009 =4 05 3 #,54 04-09 (glall (o Y imall (o 2 83ll1 § Bl gpaedl Byl 8 ye U
Olsie cumi LamdlSay Jlai¥ly oY x> olei€n alaill lmll oo 2lasl) Lolsll uelgall ozl
G A glg lisaall (gl 3 souzmll Gldasel) 4% dxdlall dadaly bl @ "lel lxlbhias
T4 9 4S0Y S Was ¥l pllss J Aleslas dagliio B (e LSS Jid § S5

A poliadl crasaty Gl aued] e i gilal) syl
2 ol § polead 18548k § dolio 05 Y Sloglall o Hlas (Confidentiality): cloglall & yu -
Lele 3 o 7 4l
Ay zxall 22 geutll § Loaddl e Lales g le slall JLaaST 9 485 ¢yless (Integrity): cibo slall Mk -
Ll ao bl wie Ao lin 0655 cleaiedl g ile glalll o less (Availability): cile glall 345 -
Laxl ol alladl & Gums (S SlasYy aasi¥l o> 38559 Jemud Ol (Accountability): dsludl -
Bazillg

(S pdl oy Aalaall A gllg Al &8l ol (il 9ally o1 1% (Compliance): oles¥l-

o el e agr Bl s-Lils

Losd Lmsn 58 58y JISaT s L) (&1 5 4l guad) ilezmdl § Ronserad | laanll el e 5 due 29
oozl ge e Lo JISAT Bue dsmig (il gead! o el Aobaal 9 Bl gl il (290l slall usemall -1
B gzl casl g0l g Aclinall J03% (e B plall ol g2l 8321 (e B plall ciloglall e cudiatlly
2 g0y riasd)l Sloglae JMaial ) i 9 A ey d pllas elidl (oo 5 due (Ro109 ATV 31 35Y -2
Sdoll ggiua e J Glussll § g2,al) goradl e 0555 uds
dl @35 o mdl G Bala 2lu Slug all Jodds Al glall cliadl § 2uanll clug sl 5 53-3
oSLY e laglall caluss Jlujy Laluasial ) 6355 J Zuts | o5l giell 929 AN lSadl Joe Judaal
i 9 ASIY wlalll Jas J 2 g ASIYT il )1 e Ly o0San B ek A A ol y e Biue (P9 clagsal (I
Moo bl Jaseed 8181 e Llams §
de Y sda 55 S @81 slaall ge apadl Jilugs 2l JST 5 ksl o 19 A4S0 Zio a1l -4
oo oSad Juz Bdle Bylp 9 5ak sl ae Jolaall e o plall 5 calasll (olxd¥ e dpuadl dpis

227




"wbla Jls bl il Il alyghadl s 8 gl el G Gl ad) oo alulin” g das e g by guas Jo! b ol azlll
155091 8,89y damal Aaale dpwliwdl aglally 3 saztl 405, 2024 81 28 us 0 gy daaill

sclagt gags aldl solege 5 ailon 9 cdulss oo (2 oleSill pllall o Jlas¥ Jiluy calises pleidl
TOSI)psl pple Gl
AU wpumilly 0985 Llgmgy caildl ol jady ¥y Jgemll casldl e biluy Juas @taliall Jilu )l -5
L Joell Jexll o all @l ol 3J4) 558 Gludly 05a5 Uslan plaginl go clldy. jaxddl dal gl
Pale gl st Adiue Sle E o 8Y
Slalal by poas o8y gaime I3 4uass Lelaiz! GluSH oo e 29 sz Jolgdl w8 -6
Plagescpdl gdeall8 pandl Lasy deleiny
Ll g5 Ball sguall cude Lladll ge cmloglall oo Son 8 38T (e 5 apud! Ldua idclipall Lo8%17
Maglaall alaxll e gl § ausind oS (oY e 8592 sl Ailaglall suclall
Slas alst psii Bahe woli> Sa e Hcluo B2l oo She (29 ASoling S Anaxl-8
D50l Aazme J 540) &l § Ao AN Sl ol g5 LIMS (e (8Cay <3801 3518 Apsabolin g S
Sledsey wig Al wllazag el Jol g asl y SO clag LS (B il ol o gunt 12080 99 S @ua] NREERY)
plas B8 alad o Joad goli)l ol llamay 2SIy LSl GiSidly (Wai¥ Slpy oo Y
@I bl e dlad U] 65 Lee Buggudl OLSI1 3 Sloglall g A8
L Suall L ol Sl s ol « yaually 28001 Ble § 20as 83T puavaly ok iz ol gl 2xly-10
28 ad)) dalast ) Jledtd Ldsts a0 Gy 20adl g A gl 8323 2ol ¢l Y e
glasll leslall deladll (g AW o gadll gl aplanll Laal (ilug sue ab i g 80 slaxdi-11
M G9 AV I LY L) 181 clas ddl Jleul colailad] Jadg
Gloslall 5 oyl Jeall osles on Baaladl Al sl Jie cdasl (b o0 )2 AW @l ikt -12
Al olud¥! pn e Abadl Sl gl (e dpaall gom L o @ladl @ Bunue B gas g Auilud] Bl
Mlie 5 plall Az U Glgn’ o lalkhs @l ol sl oo
sda A )l lexdl oo melally SlSadly Aadai¥ Lles Lo Sy e Jlme 52 Gilgead! (Y
ULl e oIaY § Lanball cldeall Jidaad cAulusdl Sloglall I Joumoll J] o o S ol
Gtead) 0¥ ay cJoadly Ln sl Bliddl il gz prem (@ SOV L gloiSH) e slezeY i 5 s ol
S ,¥ Slucw sl e IS 2lasd deal ST
(G ad) a% syt -l
pslarn! Apalatdl Aewliw slagl ae Jalazy y badd Auand) colgndl e watay ¥ gl (0
sl ¥ sda < o

¥ /1

ESR I PYO | ¥

S 4 a. ¥

=z . Olazxdly i Y




Y R @ ey ;
Gy s Yoam G laadl Y

TS Y B3I

LY 2 ¥
sdyd =l
3




ol ,adly d iz
) e A Y aolblisYy oluadl
Ao S = @ orewdl 3 Pt




: ¥
A guead! Slpagld

3 i
‘BQ\M‘ v 1osall
(o2l 33Y p

PV VO RRCA TR |

¥




s @l
WY
de 3 Sl @ auesy
Gdl sl ¥
195 0216

2018 105 0718

E]

Y




S gl -2

& d &3 = 2 i o 4 o
1 3 £3 « 3 S ped)
pietr Alitwa ) dble” 2 (CNDP) Boaxall = /1.2
07-18 a3 oYy LU AMizeY 5 Lgiall Lumiddly

16 o OS5, x4 \ ¥ % 2l

« dou5 2022 olo 18 5 7y5l1 18722 ) oulif] p5us Al 9o clsidiy ogiar (0 < gane
L s do E S R S 3

5 wpatddl plb)) of5 Slbaall dxles Ldoee S duogmit] § Gty Lilad 4ol S plix]

2% ol o : 3

S Ayl juY $ s B ¥ & 2.2

3 Yoda : S Lezsislele
s Al

e d

¢ LElslaanwl




o <2024 . 28

¢ J coags 2008

i

i Llaoay 2011










2018 10
2018 13 . 27

1966 8

5
. 02

1386
702
2004

= @
103

103
04-18

24 3
s 310

18 ¢
10 &

=

14 s

¥
2019 01

i k]

2019 01

156-66

1966 01 .

49

15-04

04-09

12-11

148
g ia
01
N
01

2020 03

2004 71

09

A s




. 2024/04/25 3 4l ¥ www.coeia.edu.sa/index.php/ar/assur awess/data privacy/1263 influance warfare.html

71999 O R I D .o
11

g2 ¢ ¥ g S Mo

2013 <

2024/04/25 e v www.almaged.ps/3 2016 23", L
113 3

www.annaba.org/nbanes/69/022/htm2019/03/19 : . ‘ u
2024 2024/04/25 4l ¥

; ) b Yo" < 1

2024/04/25 4 v htm2019/03/18.www.arahdefancejournal.com/article560

128 2012 L el ‘ 16

115 o

117 18

/https://www.elnooronline.net °
20

= & ¥ QG i3 ¥y " 3
105 2019 1 E NP PR
2017 04 i PR ESE ¥ 5 gas

21

105
2022 18 1443 17 1872
(022 35 s o)) gl
5 Y . 208 414 7323
(023 10 ) N
il 20 W gy 24y 0520 .
06 2020 26 . 04 | 2o

06 0520

||15 g
30 2015, 16

5 2015/10/08 & 261-15 ks,
PSR S ~
20-16 2015/10/08

; R—i < " % 31

A4 2016 630




el "l g bl sdial Ji ol yglatdl JB G el § il aeadl 0¥ Slalew” Jo a9 Lyginm JsM o gll Gl
wb)a}) 5)55.3 deozzal dasl> @w\.ﬁ-«d‘ ‘35.1.:_”5‘53.5.:1.” a.g.ﬁ 2024 d..)sl 28 J>% A9

"ad o @ faa s gl B pladl Y Slaga@l g 4o geud! o)t Jelmig oed &
Understanding the nature of cybercrime and cross-border security threats: a cognitive *

""approach
-Awlewd! p gladl 8 9azmdl AdS- 2 Cadaw (aelis Ol deme Aol deudiud ] duw gl (g bl o

e.aidoun@univ-setif2.dz: j s ASIW s 4l

bl pglall 3 gamll 2S- 2 Cigaie 0aels Gal vhozmes Baale el | L3l (ol B il o0l

ra.fartas@univ-setif2.dz:j g A3 o 4!

rualll

Jadid  puolall > o 1S pandl 3 L Lo 3 gumell § plall A oligi@lls 4l ped! @l el giad
(9 ASIW usnzmilly ugdl A yuy (GFe AW Sl Yy Al Slime iy (A g AT GBI ISY @l =l oda
renbeall Sasg Slaumoshly o SN Az shl 5 Juall Slamlly o gulanll Bamtll Al e slareYy Ao yills
ET-SAURVE-FS VRNV PUSRPRS I RTINE PO RV-AR PESPRPRN (P BT OO Oy Pet |

sl ©lpd pian (gd Al Sleljp) Ll J) Slusedlly Joull gliss cobuxill sda dealgl
Wl peadl @3l ! AmdlSe Jlme § Jodl glandl s Linyl (Aulg odls gell sl cuopidll 39559 il gl
Led Ol Ablas g sl guadl ol gl AISh Alad dalasl g il 93 aum 99 ol 430l ola glall Jalsig

Lsd Ldgs Liglady a3 by cllati sgumll 3 ylall &uiel Slaua@ls &l peadl @l el Andle o
Pkl o8 1 ladl 8 Gl ped! (0 (slesn g bl s Aadas ¥l Aylase)

(S AT ezl ¢ 9 ATV Sy e guell B pladl Aeked Sl sl g w31 el 2o Ui | s LedSTI

Abstract:

Cybercrime and cross-border security threats are significant challenges in the modern
era. These crimes encompass electronic hacking, malware, online fraud, identity theft, cyber
espionage, piracy, attacks on computer infrastructure, and harmful attacks targeting individuals
and institutions. Attackers can operate from anywhere in the world and target their objectives in
different countries, increasing the complexity of the problem.

To address these challenges, countries and organizations need to implement strong
security measures by enhancing cyber défense capabilities and providing appropriate training to
their personnel. It is also crucial to improve international cooperation in combating cybercrime,
exchanging information and expertise, and establishing effective laws and systems to combat
cybercrime and hold perpetrators accountable, combating cybercrime and cross-border security
threats requires joint efforts and strong international cooperation to protect systems, data, and
ensure cybersecurity in the advanced digital world.

Keywords: cybercrime, cross-border security threats, electronic fraud, cyber espionage.
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Abstract: The significant development and widespread adoption of modem information
and communication technologies have had a positive impact on the relationships between
individuals and even at the level of govemmental institutions. This is due to the optimal use
of these technologies within limits that do not harm others or their security. However, this
evolution has been accompanied by various forms of security threats that hinder the optimal
use of these technologies or pose a direct threat to individuals or public institutions.

In this study, we shed light on some concepts related to the term cybercrime, including its
definition, elements, and distinctive characteristics. We also discussed the legal, institutional,
and judicial mechanisms in place to counter cybercrime threats to information technology
security in Algeria and evaluated their effectiveness.

Keywords: Cyber security, cybercrime, electronic crime, criminal behavior, informatics
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Abstract:

This research paper addresses the topic of digital protection in Algeria, with a focus on
a proactive approach to enhancing cybersecurity in this context. The modern era
witnesses a continuous increase in technology and reliance on digital networks, thus
emphasizing the importance of protecting electronic systems and information. Algeria
holds a prominent position as one of the developing countries and faces unique
challenges in cybersecurity.

The research deals with proactive strategies for improving and enhancing
cybersecurity in Algeria, focusing on regulatory, technical, and training aspects.
Researchers analyze potential cyber threats and provide effective strategies to counter
them. The necessity of enhancing international and regional cooperation to tackle
common cyber challenges is also addressed.

In this context, the research emphasizes achieving a balance between enhancing
cybersecurity and encouraging technological development and innovation. It highlights
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the importance of involving the private sector and government entities in this collective
effort to ensure maximum effectiveness in digital protection in Algeria.
KeyWords: Digital protection, cybersecurity, Algeria, proactive approach.
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Digital rights and Cybersecurity challenges, in light of Artificial Intelligence systems
(in comparative law).
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Abstract In light of the terrible development of means of communication, especially the
Internet, a fourth generation of rights and freedoms has come into legal existence that is
practiced in the digital environment. It is a new generation of rights and freedoms that was
established by the United Nations for the first time in 2016 through a resolution issued by the
Human Rights Council, where it recognized the rights. Digital as a basic human right.

States must issue legislation that establishes and protects these rights, whether through
international organizations, regional blocs, or national legislation. States must also develop
traditional administrative control mechanisms to electronic administrative control that works
to control public freedoms in the digital environment on the one hand, and preserve On the
public order on the other hand, including ensuring cybersecurity in general, which we will
explain through this intervention, where we will address the comparative law’s treatment of
administrative control and direct it to protecting these digital rights, especially social media
and even the digital floors of public administrations and bodies, which are exposed. Every
minute, there are coordinated attacks from both inside and outside, which is the most
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important pillar of cybersecurity. Have international and national legislation succeeded in
confronting this phenomenon?

KeyWords: Human rights, administrative control, public rights and freedoms, law,
Cybersecurity.
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Abstrait ; In recent years, both Western and Arab media have expressed widespread concern over a
phenomenon associated with the emergence of a new type of "drugs” potentially detrimental to
individuals' mental and physical health. These drugs, termed "digital drugs” or "IDOZER," possess a unique
characteristic in that they deviate from conventional drugs in both form and content. They are distributed
via the internet and marketed as downloadable digital audio files intended for playback on MP3 players.
When listened to, these audio tones purportedly induce mood alterations and auditory illusions akin to
the effects of actual drug use. Hence, there is an urgent need for scientific understanding of the
mechanisms underlying digital drugs and access to experimental research to mitigate the risks associated
with their improper usage, particularly among youth, and to promote awareness. This paper aims to shed
light on one of the unforeseen consequences of such substances by examining the empirical scientific

literature on the effects of binaural beats function .  Keywords: digital drugs, binaural beats
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Conceptual steps for cyber- security

n.souiadi@univ-soukahras.dz &l 39w Al comi Ghiguw

Abstract:

This research paper seeks to highlight the importance and effectiveness of cyber security
theoretical framework, paradigm, policies and concepts concerning the cyber domain - cyber
threats - cyber technics to secure networks through a deep conceptual study where we
illustrate all the important notions and glossaries.

Key words: cyber domain -cyber space -cyber threats - cyber security.

Introduction:

Cyber-attacks are emerging as one of the types of new threats, nations will have to face in the future
new kinds of wars different in its nature and structure also cyber conflicts are becoming part of nation’s
conflicts as a result of interconnected world the cyber domain has become among the most vital element
of state existence cyber-attacks can lead to devastating losses of money, trust and reputation for the states,
and in order to adapt with the new challenges a new theoretical paradigm and conceptual framework has
emerged recent years to cover all this new concepts and notions concerning cyber security policies both in
theory and practice and this response approach has come to encompass every area and sectors of modern
societies as they all deeply rely on digital infrastructures affected by cyber conflicts and cyber-attacks
every theoretical framework is vital to understand the cyber domain and developing policies and
conceptual paradigms that will allow digitalized states secure their networks . In order to understand the

theoretical framework of cyber security we will develop the following question?
What are the main conceptual approaches for cyber security policies?

We will study the topic through three chapters:

section 1: Cyber security domains

section 2 : Types of cyber security threats

—  section 3 : Cyber security Defend Technics
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First section: Cyber security domains

First :Critical infrastructure

Critical infrastructure is those physical and digital systems that provide the essential services for a
country’s economy; therefore the disruption of these systems would create significant economic or public
health and safety risk. Cyber security includes the protection of those digital systems from potential cyber-

related attacks.

These critical infrastructure sectors include assets owned by government entities as well as those

owned by the private sector. ()
Second: Network security

Network security encompasses all the steps taken to protect the integrity of a computer network and
the data within it. Network security is important because it keeps sensitive data safe from cyber-attacks
and ensures the network is usable and trustworthy. Successful network security strategies employ

multiple security solutions to protect users and organizations from malware and cyber-attacks @)
P P g 4

Network security has three chief aims: to prevent unauthorized access to network resources; to detect
and stop cyber-attacks and security breaches in progress; and to ensure that authorized users have secure

access to the network resources they need, when they need them.)
Third: End point security

End point security refers to the protection of endpoint security , which is are devices connected to a

network, such as desktop computers, laptops, smartphones, tablets, servers, and other internet of things

devices .the goal of end point security is to secure these devices against various threats and prevent

unauthorized access, data breaches malware infection and other cyber-attacks .

End point security solution is designed to defend against these threats by implementing a combination

of technologies and practices to protect the devices and the data they contain. @)
Forth: Application security

Application security (AppSec) helps protect application data and code against cyber-attacks and data

theft. It covers all security considerations during application design, development, and deployment.
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AppSec involves implementing software, hardware, and procedures that identify and reduce the number

of security vulnerabilities and minimize the chance of successful attack.

AppSec typically involves building protections and controls into software processes. For example,
automated static analysis of new code, testing new software releases for security vulnerabilities or

misconfigurations, and using an application firewall to strictly define.:)
Fifth: cloud security

Cloud security refers to the cyber security policies, best practices, controls, and technologies used to
secure applications, data, and infrastructure in cloud environments. In particular, cloud security works to
provide storage and network protection against internal and external threats, access management, data

governance and compliance, and disaster recovery.

Cloud computing has become the technology of choice for companies looking to gain flexibility needed
to accelerate innovation and meet the expectations of today’s modern consumers. But migrating to more
dynamic cloud environments requires new approaches to security to ensure that data remains secure
across online infrastructure, applications, and platforms.

Types of Cloud Security solutions

. Identity and access management (IAM): IAM services and tools allow administrators to
centrally manage and control who has access to specific cloud-based and on-premises resources. IAM can
enable you to actively monitor and restrict how users interact with services, allowing you to enforce your

policies across your entire organization.

. Data loss prevention (DLP): DLP can help you gain visibility into the data you store and process

by providing capabilities to automatically discover, classify, and de-identify regulated cloud data.

. Security information and event management (SIEM): SIEM solutions combine security
information and security event management to offer automated monitoring, detection, and incident
response to threats in your cloud environments. Using Al and ML technologies, SIEM tools allow you to
examine and analyze log data generated across your applications and network devices—and act quickly

if a potential threat is detected.

. Public key infrastructure (PKI): PKl is the framework used to manage secure, encrypted

information exchange using digital certificates. PKl solutions typically provide authentication services for

applications and verify that data remains uncompromised and confidential through transport. Cloud-
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based PKl services allow organizations to manage and deploy digital certificates used for user, device, and

service authentication. ()
Sixth :Information security

Information security can be defined as the set of protocols and practices thatare putin place to secure
data from threats such as unauthorized modifications and access. Information security deals with data
security while data is stored and transported between two destinations. Most of the time, the data

information security deals with is sensitive, confidential and private.

The main way information security works is by protecting important data from all types of
unauthorized modification, inspection, disruption, and/or recording. More specifically, information
security keeps intellectual property, financial records, and user account details away from various kinds of
cyber threats and otherwise. Unlike cyber security, information security deals with both logical and

physical issues that can arise when dealing with data and takes steps to protect against. )
Seventh: Mobile security

Mobile security is the process of protecting sensitive data stored on any mobile device, this refers to
many devices including laptops, smartphones, tablets smart watches with mobile devices being engrained
in society more each year we need to be cognizant of mobile security due to them having vulnerabilities
in protection .

Mobile security, often referred to as wireless security, involves protecting both personal and business-
related information stored on and transmitted from smartphones, tablets, laptops, wearable and other

portable devices. It addresses the threats, vulnerabilities and attacks unique to mobile computing.

Mobile security covers multiple aspects such as:

. Data protection: Preventing unauthorized access to sensitive information on a device such as
personal details, photos, banking data and business emails.

. Access control: Implementing authentication measures such as passwords, biometrics or two-
factor authentication to restrict access to the device and its data.

. Application security: Ensuring that applications on the device are secure and do not pose a risk

to the device’s data.

. Network security: Securing the network connections (like Wi-Fi or cellular networks) the device

connects to, preventing spoofing attacks.
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. Physical security: Preventing physical theft of the device, and securing the device if it falls into

the wrong hands.)

Second section : Types of cyber security threats

Cyber security threats are acts performed by individuals or groups with harmful intent
whose goal is to steal data, cause damage to or disrupt computing systems. Cyber threats can
originate from a variety of sources, from hostile nation states and terrorist groups, to individual
hackers, to trusted individuals like employees or contractors, who abuse their privileges to
perform malicious acts. Cyber attackers come in many forms and with different motivations. In
cyber security terminology, these disparate groups are often bundled together using the term
“threat actors”. In 2022, malicious threat actors adapted quickly to exploit changes in the
political, technological and regulatory landscapes. In cyber security, attackers have a structural
advantage: they need to find only one exploitable weakness across an organization. This means
attackers have less ground to cover than a defender and the attacker can often adapt faster than
organizations can defend or recover. The threat landscape has become increasingly volatile.
Professionalized cybercriminal groups have continued to grow and create a higher volume of

new attack types. ) Generally we can find numerous of cyber threats such as:

First: Nation states cyber attack

State-sponsored cyber-attacks refer to cyber-attacks that are initiated or supported by governments to
achieve specific political, economic, or military objectives these attacks are characterized by their
sophistication, stealth, and persistence, with state-sponsored attackers often employing advanced
techniques and tools to evade detection cyber-attacks can target a wide range of entities, including
critical infrastructure, government agencies, and private companies, and can have significant economic,
political, and security implications State-sponsored cyber-attacks, also known as cyber-enabled espionage,
refer to the use of digital tools and techniques by governments or state-affiliated actors to gain
unauthorized access to sensitive information or computer systems belonging to individuals, organizations,
or other states. These attacks are characterized by the use of sophisticated and often stealthy techniques
such as malware, phishing, and social engineering to compromise the target systems or networks, and the

theft of sensitive data, intellectual property, or strategic information for political, economic, or military

gain One of the primary motivations for state-sponsored cyber-attacks is to gain a strategic advantage

over other countries or actors in the international arena. These attacks can be used to undermine the

security and stability of other nations, disrupt critical infrastructure, or steal sensitive information that can
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be used for economic or military purposes, stealing trade secrets and Intellectual property worth billions of
dollars state sponsored cyber-attacks is the use of deniability and deception to mask the identity of the
attacker. Governments often use third party actors, such as criminal syndicates or hacktivist groups, to
carry out attacks on their behalf, making it difficult to attribute responsibility for the attack. This allows
states to pursue their strategic objectives without facing diplomatic or military Consequences for their

actions.(10)

Second: Cybercrimes

Cybercrime is any criminal activity that involves a computer, network or networked device. While most
cybercriminals use cybercrimes to generate a profit, some cybercrimes are carried out against computers
or devices to directly damage or disable them. Others use computers or networks to spread malware,
illegal information, images or other materials. Some cybercrimes do both i.e. target computers to infect
them with a computer virus, which is then spread to other machines and, sometimes, entire networks. A
primary effect of cybercrime is financial. Cybercrime can include many different types of profit driven

criminal activity, including ransom ware attacks, email and internet fraud, and identity fraud, as well as

attempts to steal financial account, credit card or other payment card information. As cybercriminals

might target an individual's private information or corporate data for theft and resale .a1)

Third: Cyber terrorism

Cyber terrorism is usually defined as any premeditated, politically motivated attack against information
systems, programs, and data that threatens violence or results in violence. (2) It might include any cyber-
attack that intimidates or generates fear in the target population of a country, state, or city, usually by
damaging or disrupting critical infrastructure that's vital to social, economic, political, and business
operations. Cyber terrorist acts are carried out using computer servers, other devices and networks visible
on the public internet. Secured government networks and other restricted networks are often targets of
such acts. Other targets include the banking industry, military installations, power plants, air traffic control

centers, and water systems. (13)

Forth: Malware Cyber attackers use harmful software such as spyware, viruses, ransom ware, and
worms known as malware to access your system'’s data. When you click on a malicious attachment or link,

the malware can install itself and become active on your device.
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Fifth: Ransom ware

Ransom ware is malicious software that cyber attackers can install on your device, allowing them to block
your access until you pay the attackers a ransom. However, paying the ransom doesn’t guarantee the

removal of the software, so experts often advise individuals not to pay the ransom if possible.

Sixth: Password attacks

Password attacks can be as simple as someone correctly guessing your password or other methods such
as key logging, where attackers can monitor the information you type and then identify passwords. An
artacker can also use the aforementioned phishing approach to masquerade as a trusted site and try to fool

you into revealing your account credentials.(14)

Seventh: Spyware

This malware gathers a user’s personal information and send it to a third party without the user’s

consent often used for identity theft

Eight: Distributed denial of service (DoS)

This attack floods a network or service with excessive requests to overwhelm it, making the service slow

or entirely unavailable to legitimate users ()

Third section: Cyber security Defend Technics

First: zero trust model

Itis a philosophy or mindset to build a defensible security model encompassing a variety of different

safety measures, capabilities, best practices and technological bricksusZero trust is a network

security that states no one inside or outside the network should be trusted unless their identification has

been thoroughly checked. Zero trust operates on the assumption that threats both outside and inside the
network is an omnipresent factor. Zero trust also assumes that every attempt to access the network or an
application is a threat. These assumptions inform the thinking of network administrators, compelling them

to design stringent, trustless security measures (17)

Second: Behavioral Analytics Model
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Behavior analytics is a branch of security analytics that focuses on analyzing patterns of behavior and
activities within an organization’s network or system to detect and mitigate security threats. By leveraging
behavior analytics, organizations can gain insights into user behavior, identify potential threats and risks,
and respond swiftly to security incidents. These techniques enhance the overall security posture by
complementing traditional security measures and providing a proactive approach to threat detection and

mitigation In terms of cyber security, behavior analytics analyzes large data sets using artificial intelligence

(A1) and machine learning (ML) techniques. It allows you to identify unusual patterns that deviate from

regular patterns or usage that indicate malicious activities that could potentially stem from cyber

attackers. (1s)

Conclusion:

cyber security has become today a part a state power and if any country wants to be a cyber-power it
must elaborate a comprehensive paradigm with a national cyber strategy conceived within a theoretical
framework that defines the essential concepts of the cyber domain -cyber threats - cyber technics and put

it's as a priority framework and vital to a nation'’s efficient cyber power.
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deployment, World Economic Forum, august 2022 p 7.

(17) https://www.fortinet.com/resources/cyberglossary/what-is-the-zero-trust-network-
security-model

(18)  https://www.splunk.com/en_us/blog/learn/behavioral-analytics.html

Recommendations:

v" Should educate leading elites about the terms and cyber security concepts in order to be familiar

and usable.

v Replace the traditional concepts about security among the leading elites and institutions by the

new paradigm of cyber security.

Promote interdisciplinary studies in order to build a national theoretical road map

Promote using and learning foreign languages specially English in order to build a national
reference data concerning cyber security concepts both in English and Arabic

Encourage international cooperation by using national universities and research centers as plat
forms for learning educating training through seminars workshops

Make transferring technology as a priority in all levels and institutions

Invest heavily in all cyber security steps (infrastructure - concepts - technics )

Modified the traditional defense creed with the new treats as a new vision for the national

institutions
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